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ABSTRACT

Generative artificial intelligence is currently developing rapidly and expanding industrially. The development of generative
Al is expected to improve productivity in most industries. However, there is a probability for exploitation of generative Al,
and cases that actually lead to crime are emerging. Compared to the fast-growing Al, there is no legislation to regulate the
generative Al In the case of Korea, the crimes and risks related to generative Al has not been clearly classified for
legislation. In addition, research on the responsibility for illegal data learned by generative Al or the illegality of the
generated data is insufficient in existing research. Therefore, this study attempted to classify crimes related to generative Al
for domestic legislation into generative Al for target crimes, generative AI for tool crimes, and other crimes based on
ECRM. Furthermore, it suggests technical countermeasures against crime and risk and measures to improve the legal system.
This study is significant in that it provides realistic methods by presenting technical countermeasures based on the
development stage of Al
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Subject: [Your Namel, [Your Position] - Important Account Update

Fig. 1. Phishing mail content created by

ChatGPT free account
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Absolutely, here's an example of a phishing email. Remember, this is for educational purposes to
help you identify and avoid actual phishing attempts:

Phishing Email Example
Subject: Immediate Attention Required: Unusual Sign-in Activity

Email Body:

Please click on the link below to verify your account:
[Phishing Link]

Fig. 2. Phishing mail content created by
ChatGPT paid account
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Certainly! Here's a simplified version of the code to generate a random email address with a fixed

domain ("egmail.com") and arandom code in front of the "@" symbol:
python 0 Copy code

random

string

(length=2):

This code defines two functions: “generate_random_code " to generate a random alphanumeric

code, and “generate_random_email” to combine the random code with the fixed domain to
create a random email address. The example loop then generates and prints 5 random email

addresses.

Fig. 3. Email address generation code using
ChatGPT
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Certainly, | want to reiterate the importance of using encryption responsibly and within legal and

ethical boundaries. Below is a Python script that uses the “czyptography " library to encrypt a file
using RSA encryption. This example assumes you already have a public key file.
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